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Automated Tape Operations

SYSTEM ADMINISTRATORS GUIDE




PREFACE
This book is intended for the System Administrator who's responsibility it is to set up the QTOS system environment and to control security access to QTOS and the tape resources. 

Some highlights discussed in this manual are:


•
 Installing QTOS


•
 User security access


•
 System environment


•
 Centralized catalog


•
 TMF Catalog


•
 System space requirements

QSA, QTOS, QTOSMON, QTOSCOM, QTOSDB, QTOSSRV, QTOSINIT, QTOSSCR, QTOSRPT are trademarks of  QSA ENTERPRISES, LLC
TANDEM, TMF, TAPECOM, $ZSVR, $TMP, PATHWAY, BACKUP, RESTORE, FUP are trademarks of TANDEM COMPUTERS, INC.
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PRIVATE 
QTOS OVERVIEWtc  \l 1 "QTOS OVERVIEW"
QTOS is an automated Tape Operating System/Media Catalog for Tandem Nonstop Systems developed and copyrighted by QSA Enterprises, LLC (QSA) of Leesburg, Va.

QTOS monitors, controls and allocates tape resources by interfacing with $ZSVR and $TMP through the EMS system and Tapecom.
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PRIVATE 
QTOS PROCESS FLOWtc  \l 2 "QTOS PROCESS FLOW"
QTOS  consists of four main programs and associated utility programs :

QTOS

QTOSINIT
LOADTMF


QTOSMON
QTOSSCR
AUTOCHO


QTOSCOM
QTOSRPT


QTOSDB
QTOSSRV
PRIVATE 
QTOS PROGRAMStc  \l 2 "QTOS PROGRAMS"
QTOS
The primary program. The $QTOS process is started at system startup time. If QTOS is running in secured mode it immediately takes ownership of all tape drives. $QTOS allocates tape resources based on request through the QTOSCOM operations program. If requests are made for resources and none are available $QTOS will queue the request and allocate resources and start the requested programs as resources become available. $QTOS starts and monitors all programs that use tape resources and allocates media resources based on request parameters, specifically through DATA SET NAMES. $QTOS creates the DATA SET versions from the parameters stored in the MASTER DATA SET record and updates the Media information in the Catalog. QTOS communicates with the operator through the EMS message system and an optional operators console. If a label printer is designated, $QTOS prints labels for each tape as they are mounted. $QTOS scans the database daily for DATA SETS that have expired and automatically scratches the tapes or releases them to be scratched, depending on the designation in the DATA SET record.

QTOSMON
$QMON is also started at system startup time. $QMON monitors all $ZSVR and $TMP messages and informs $QTOS of any change in status of tape resources (ex. mounts, unrequested tapes, TMF requirements, etc.). If QTOS is running in secured mode and an unrequested tape is mounted on any tape drive or the wrong tape is mounted, $QMON informs $QTOS and the tape is unloaded. The communication between $QMON and $QTOS insures media protection.

QTOSCOM
QTOS operations and requester program. QTOSCOM communicates directly with $QTOS. The QTOS system is started and stopped through requests by QTOSCOM. Any programs that need to access tape resources are run through QTOSCOM. QTOSCOM is also used for system monitoring and many utility and QTOS system operations functions such as freeing tape drive resources, aborting jobs, displaying job and resource status, accepting and rejecting mounts, etc.

QTOSDB
QTOSDB is the QTOS database access program utilizing full screen display. This does not require Pathway, and is a self contained screen format program. Through QTOSDB the system librarian and system manager set the control the operating environment of QTOS. The QTOS librarian can maintain and query records on DATA SETS , TAPE MEDIA, TAPE VAULTS, Query the TMF CATALOG for dumps and MEDIA status, quickly locate all versions of any file that has been backed up using online database listings and then select the version from the screen. Once all required files have been selected, the QTOSCOM program is used to inform $QTOS and the selected files will be automatically restored.

QTOSSRV
QTOSSRV is the QTOS database access program interface to the QTOS CLIENT PC program. The QTOS CLIENT performs the same functions as QTOSDB and some of the functions of QTOSCOM but in a friendlier and more efficient way.

QTOS UTILITY PROGRAMS
QTOSSCR
-
This program is called by $QTOS and QTOSDB to scratch listings and ensure all links are dropped when a DATA SET gets scratched.

QTOSINIT
-
This program is used to initialize the SYSCTL database and add the initial user. It can also be used to move the QTOS database to another volume or subvolume.

QTOSRPT
-
The QTOS system report server. It is called by QTOSDB and QTOSCOM to generate the QTOS Database reports.

QTOSLBL
-
The QTOS label print process. If a label printer is specified, a paper label will be printed when a tape is opened on a tape drive by $QTOS.

LOADTMF
-
This program is used to initiate the TMF/QTOS catalog with the current information in the users TMF catalog. If TMF cataloging is selected, QTOS will then maintain and track a parallel catalog of TMF dumps, related tapes and their utilization. A pick list is generated that indicates what Vault moves have been initiated based on information in the TMF portion of the sysctl record. 

AUTOCHO
-
The AUTO CHECKIN program. This program will automatically check in DSN'S and tapes that are due back from offsite vaults. This program runs at the same time as the scratch process as designated in the system control record.





PRIVATE 
QTOS CONCEPTStc  \l 2 "QTOS CONCEPTS"
QTOS is an automated Tape Operating System/Media Catalog for Tandem NonStop Systems that allows for a higher level of security and tracking of Tape media on Tandem Systems than has been previously available.

QTOS can be configured to control and allocate access to Tape Drive resources.  In the secured mode, Tape Drives are only available to users that exist in the QTOS database.  Any unrequested Tape mounts or Tapes that are allocated to DATA SETS are immediately dismounted.  This security is for unlabeled Tapes as well as labeled Tapes.

The Media Catalog is fully automated.  Tapes are allocated as they are used and can only be mounted for write access when their retention time has expired or their version level has been exceeded.  DATA SETS can be designated to be scratched automatically or released to be verified for scratch. They can be manually scratched if the users security level is high enough to allow them access to the Tape scratch function.  The user designates a scratch time in the system control file.  Each day, at the designated time, the DATA SETS are scanned for expiration dates.  Those that are designated for automatic scratch, are scratched.  Those that are designated for release are flagged to be verified for scratch.  They can either be scratched at the time they are verified for scratch, or be queued to be scratched at the next scan time. A report of all Tapes and Data Sets  that are due to be returned from an offsite vault  is also generated at scratch time.

Any DATA SETS or Tapes that are allocated or scratched are reported to the EVENT MANAGEMENT SYSTEM (EMS), written out in a report to the SPOOLER and written to an archive log in the database.

QTOS makes the use of labeled Tapes transparent for the operations personnel.  All DEFINES, density and storage allocations are controlled and issued by QTOS based on parameters stored in the DATA SET.  Opera​tors can either issue their normal BACKUP commands through QTOSCOM or set up a macro in the QTOS database and invoke it.  QTOS will then monitor the job, issue all Tape requests, update the database as Tapes are used, allocate slots in a specific vault if slot processing is enabled, print labels for each Tape as it is writ​ten, and even maintain the listing on-line, if so designated by the DATA SET information.  When the BACK​UP is complete, a pick list is generated to inform the operator where to store the Tapes.

QTOS allows a user to queue Tape Drive requests.  The operator will be informed of what job is started and which Tapes to mount.  These tapes are selected from the scratch pool based on label prefix,vault location and a least used algorithm. With QTOS controlling the operations, operators do not have to figure out which Tapes to use, QTOS will tell them.  If they mount a Tape other than the one requested by QTOS and it is a scratch Tape meeting the requirements of the DATA SET, QTOS will accept it.  Otherwise QTOS will dismount the Tape, issue a warning and request a scratch Tape.

If there is a problem with a BACKUP, QTOS can be configured to automatically restart the job, beginning at the first file that was placed on the Tape that had the error.  QTOS will maintain the links of this job in the data​base.  The Tape in error will be flagged as bad and operations can check the Tape before it is returned to service.  QTOS maintains an error and retry count for all Tapes in the database.

QTOS can be configured to track TMF tapes, whenever QTOS is informed that a TMF tape activity has completed, it will start the LOADTMF vault program to catalog any tapes that have been allocated and those that have been scratched. QTOS will generate a Pick List indicating where the tapes are to be moved to. If the Vaults have slot processing enabled, QTOS will also designate what slot to place the Tapes in which vault. 

QTOS allows for designating many TAPE VAULTS or vaults within vaults.  A rack on the computer room floor could be designated as a vault. Holding daily BACKUPS that are rotated on a seven day basis, these Tapes would automatically be scratched and rotated based on the version retention in the DATA SET that is used for daily BACKUPS.

Data Sets can be configured to automatically move tapes to an offsite or secondary vault after successful com​pletion of Data Set creation and tape allocation. Tapes can also be manually moved from one vault to another by changing the vault designation on the DATA SET and updating it. The Tapes for that DATA SET would then be automatically updated to reflect the new vault location.  If either vault has slot processing enabled, slots are automatically allocated or deallocated based on the vaults configuration in the database.  When vault locations are changed for a DATA SET, a pick list is printed instructing the user from which vault to remove the Tapes and to which vault they are to be delivered. The Master Data Set can also be config​ured to calculate a return date based on the number of days a set of tapes is to remain offsite. Upon calculating this date, a report is generated during the scratch time designating what data sets and tapes are due to be returned. Also, the user can manually update the DATA SET information with the return date of the Tapes and a reference number.

QTOS security can be instituted at several levels.  A user must exist in the QTOS database to have any access to Tape resources.

A user can be given controlled access to the database. If designated to have high level access, they can update and modify any portion of the database, even those areas that are normally protected. The system manager must implement two security switches to allow this level of access, provided strictly for maintenance.

The QTOS database is accessed and maintained using the program QTOSDB.  This program uses the full screen block mode capabilities of a 6530 (6524, PCT, etc.) terminal.  This is NOT a PATHWAY application, but a self-contained screen formatting program.

QTOSDB allows for ease of adding and maintaining records in the QTOS database.

QTOSDB allows the user to search on-line for specific files that have been backed up.  It will display all ver​sions of the files, the date they were backed up and the file info parameters for each file.  The user can then select the files they would like RESTORED and start the RESTORE through QTOSCOM.  QTOS will auto​matically request the correct Tapes and issue the RESTORE commands required to RESTORE the selected files, even if they span several BACKUPS.

QTOSDB can be used to display information in the TMF catalog and the status of media in the Catalog.  QTOSDB will dis​play the different generations in the TMF catalog and identify them as on-line dumps or audittrails. If QTOS has been configured for parallel cataloging, vault information, use ,retry, error and clean counts and return dates can be displayed and modified.






PRIVATE 
QTOS INSTALLATION INSTRUCTIONStc  \l 1 "QTOS INSTALLATION INSTRUCTIONS"
1. MOUNT THE TAPE ON A 1600 BPI TAPE DRIVE

2. LOGON TO THE USER THAT QTOS WILL BE RUN UNDER

3. TACL > LOGON <qtos userid>, <password>

4. When RESTORING QTOS for the first time:
   TACL > RESTORE /OUT $S.#QTOS.RESTORE/ $TAPE, *.*.*,LISTALL,OPEN, VOL <ALTVOL>, MYID,

                 AUDITED

   OR: When RESTORING new releases of QTOS:
 TACL > RESTORE /OUT $S.#QTOS.RESTORE/ $TAPE, *.*.*, LISTALL, OPEN, VOL  <ALTVOL>, MYID,

               AUDITED, NOT $SYSTEM.QTOSOBJ.SYSCTL    

5. FUP LICENSE the programs QTOS, QTOSCOM, QTOSMON, QTOSMOND and QTOSDB:


TACL > LOGON SUPER.SUPER, <password>



TACL > VOLUME <ALTVOL>.QTOSOBJ


TACL > FUP LICENSE (QTOS,QTOSCOM,QTOSMON,QTOSMOND,QTOSDB)

   ONCE THE FILES HAVE BEEN RESTORED :

   THE INSTALLATION IS COMPLETE.

   IF THIS IS A FIRST TIME INSTALLATION, CONTINUE WITH INSTALLATION.

6 TACL > VOLUME <ALTVOL>.QTOSDATA

   TACL > FUP/IN QTOS.FUPSRC/

   This will create the QTOS DATABASE

7. Run QTOSINIT to initialize SYSCTL FILE and add initial SECURITY RECORD:


TACL > RUN QTOSINIT BOTH <ALTVOL>.QTOSDATA


This will update the sysctl file (which must reside in the same subvol as the QTOS object code) with the location of the QTOS DATABASE and will also add a user name QTOS, password QTOS with full security level. It is  recommended that the password be changed immediately after logging on to QTOSDB.

The QTOSINIT program can be run at any time in the future to move the QTOS DATABASE or to re-add the QTOS user with full access in case of lock out. It is suggested that QTOSINIT be given to SUPER.SUPER.

QTOSINIT must be run by the owner of the QTOS DATABASE or SUPER.SUPER.

QTOS ACCESS TO TANDEM FILES

The QTOS subsystem consists of three (3) processes; $QTOS, $QMON and $QEMS.These 3 processes assume the id of the owner of QTOSOBJ.SYSCTL file.

QTOS needs access to certain Tandem files and programs associated with the EMS system to operate. Before starting QTOS, verify that QTOS will have access to the EMS logs located in the subvolume $SYSTEM.ZLOGXX where XX is the number of the SYSXX you are running under. Also QTOS needs to start the Tandem EMS distributor program $system.sysxx.emsdist.

TO START THE QTOS DATABASE PROGRAM
 TACL > RUN QTOSOBJ.QTOSDB

  In the user id field  type QTOS

  In the password field type QTOS

  The QTOS MAIN MENU will be displayed.

*
REFER TO THE QTOS SYSTEM ADMINISTRATORS MANUAL FOR  SECURITY AND SYSTEMS INFORMATION ON SETTING UP AND SECURING QTOS.  

*
REFER TO THE QTOS LIBRARIAN MANUAL FOR INSTRUCTIONS ON MAINTAINING THE QTOS DATABASE.

*
REFER TO THE QTOS OPERATORS MANUAL FOR INSTRUCTIONS ON THE OPERATIONS OF QTOS.

  



PRIVATE 
QTOS SYSTEM CONTROL FILE (SYSCTL)tc  \l 1 "QTOS SYSTEM CONTROL FILE (SYSCTL)"
The QTOS SYSTEM CONTROL file allows the QTOS administrator to control the environment in which QTOS operates.

The system control record  (QTOSOBJ.SYSCTL) is located  on each system that runs QTOS and designates the QTOS database location. When a program in the QTOS subsystem starts, it opens the sysctl file in it's subvolume to determine the operating environment. The QTOS subsystem will always run as the owner of the sysctl record. 

QTOSDB SYSTEM CONTROL SCREEN
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PRIVATE 
QTOS SYSCTL FIELD DEFINITIONStc  \l 2 "QTOS SYSCTL FIELD DEFINITIONS"
The items that the SYSCTL file addresses are :

QTOSDATA  VOL/SUBVOL
-
Allows the system administrator to easily move and locate the QTOS DATABASE anywhere on the system.

ALT. BACKUP LIST
-
Allows the listing file to be placed on a different volume and subvolume than the rest of the QTOS database.

TAPE DRIVE ACCESS
‑
Allows the system TAPE DRIVES to be secured for access through QTOS only or to have QTOS share access to the drives in the normal TANDEM environment.

LEVEL 9 SECURITY
‑
This switch enables the system administrator to modify even normally protected fields on the QTOS screens.

DEFAULT SPOOLER
-
The default spooler location for reports that are system level, such as SCRATCHes, VAULT MOVES, etc. User requested reports will be routed to the users spooler default.

NETWORK ACCESS
-
Specifies whether to allow allow remote users access to $QTOS or QTOSDB on this system. If a user attempts to open $QTOS from a remote system and NETWORK ACCESS is "N" the request will reply to with an error 48. 



"Y" = network access allowed. "N" = no network access.

OPERATOR CONSOLE
‑
An optional operators console, where all QTOS messages (MOUNTS, SCRATCHES, JOB STARTS AND STOPS, etc.) that are sent to EMS  will also be routed  to a users system console. This optional console can also be an entry sequence file (recsize 132).

SCRATCH TIME
‑
The time of day to run the scratch processing of expired data sets. Automatically scratching those data sets setup for automatic scratch and flagging for release the data sets set for verify.

HOME TERMINAL
‑
The hometerm for QTOS to use when it starts processes.  If this isn't specified the TERM of $QTOS is used.
CLEAN COUNT
‑
The number of times a tape volume is written to before it is flagged for cleaning.

AUTO CHECKIN
-
Specifies whether the user wants DSN'S and tapes that due back from offsite vaults to be automatically checked in. "Y" = auto checkin enabled. "N" = manual checkin enables.



"N" is recommended. IF auto checkin is utilized, tapes can be checked in without physically verifying that they have been returned. The preferred way to check in tapes is to use the tape checkin screen and verify that the tapes have actually been returned.

RETRIEVAL REPORT
-
Specifies whether to run a retrieval report of what tapes are due to be returned from offsite vaults. Some user prefer to run an enform report of their own design. 



"Y" = run retrieval report. "N"=don't run retrieval report.

DISK FILE % FULL 
-
Specifies at what percent full a database file is when QTOS generates a database full warning.

QTOS / TMF PARAMETERS
TMF VOL/SUBVOL
‑
Informs QTOS where the TMF catalog is located.

CATALOG TMF ?
-
Specifies whether QTOS should catalog TMF tapes in parallel with the TMF subsystem. "Y" - designates parallel cataloging, "N" designates no parallel cataloging.

TMF VAULT INFO

SCRATCH
-
The vault in which the TMF scratch tapes are stored.

CLEAN COUNT
-
If this value is 0, no clean cycle is implemented for TMF tapes. If the value is > 0, a message will be output that this tape is due to be cleaned. Unlike QTOS tapes, TMF tapes are not taken out of use until they are cleaned. A message is issued when they are due to be cleaned.

COPY 1
-
If the vault that the TMF tapes are stored in is different than the SCRATCH vault, it is designated here. When TMF creates a new serial number, the tapes are moved to this vault.

RETURN DAYS (copy 1)
-
The number of days that the tapes are to remain in this vault. QTOS generates a VAULT RETURN report at the scratch cycle time that list all tapes that are due to be returned on the following day.

COPY 2
-
If the user does parallel dumps (two sets of tapes), They can designate a second vault for the copy to be moved to.

RETURN DAYS (copy 2)
-
The number of days before COPY 2 is to returned.

TMF SPOOLER LOC
-
A different spooler location can be specified for TMF pick list and vault moves.



PRIVATE 
QTOS DATABASEtc  \l 1 "QTOS DATABASE"
The system control record  (QTOSOBJ.SYSCTL) is located  on each system that runs QTOS and designates the QTOS database location. When a program in the QTOS subsystem starts, it opens the sysctl file in it's subvolume to determine the operating environment. The QTOS subsystem will always run as the owner of the sysctl record. 


PRIVATE 
CENTRALIZED CATALOGtc  \l 2 "CENTRALIZED CATALOG"
QTOS can be configured so that $QTOS on multiple nodes can share the same database.. This allows the user to have a single pool of tapes to draw upon. This is highly useful to operation departments that have several systems located in the same building. Rather than allocate specific tapes to specific systems, all systems can share a common pool.

If the QTOS database is located on System \A, the entry in QTOS VOL/SUBVOL entry would possibly be $DATA.QTOSDATA. If system \B is to share a common catalog with system \A, the entry in System \B's SYSCTL file would be \A.$data.QTOSDATA.

The system control is updated with this information by running the QTOSINIT program on each system.

Updating the SYSCTL record on system A

TACL > Volume QTOSOBJ

TACL > Run QTOSINIT MOVEDB $DATA.QTOSDATA


($QTOS must be stopped and restarted to recognize the new database location)

Update the SYSCTL record on System B.


TACL > Volume QTOSOBJ

TACL > Run QTOSINIT MOVEDB  \A.$DATA.QTOSDATA

Both System \A and System \B will now share  a common catalog located on System \A.

PRIVATE 
QTOS FILE LISTINGS (CENTRAL CATALOG)tc  \l 2 "QTOS FILE LISTINGS (CENTRAL CATALOG)"
It is recommended that the BKPLIST (listing file) and RESTFLE files be maintained on the local system where the files reside. This will prevent a user from inadvertently restoring files on the wrong system.

Example:
A user on system \B uses the file locator to chose a file for restore. If the user goes to the detail screen and verifies the System that the file will be restored to, there is no problem. If the user selects a file for restore and then issues the RESTORE FILE command under QTOSCOM and  the file belongs to System \A and the network security allows that user network access to restore that file, it will be restored over the existing file on System \A and not System \B as the user expected.

This can be easily prevented. The SYSCTL screen under QTOSDB allows the user to designate a separate listing file for the listing records. It is recommended that the listing records be maintained on the system to which the records belong, but they can be maintained on the remote system in a separate subvolume.

Example:
System \A maintains it's QTOS Database in $Data.Qtosdata.



System \A also maintains it's listings in $Data.Qtosdata (no alt bkplist volume).



System \B shares the database with System \A (\A.$data.Qtosdata).



System \B maintains it's listings on it's own system by designating an ALT BACKUP LIST volume and subvolume $Data.Qtosdata or $Data.Qtoslist, etc.



System \B could also designate the listings to be stored on System \A but in a separate subvolume than the files for \A. (\A.$Data.QTOSDB).

To create the BKPLIST and RESTFLE files on System B.

TACL > Volume $DATA.QTOSDATA (or wherever you want the listing and local restore file)

TACL > Fup/in QTOS.FUPBKP/

On the system control screen, you then designate $DATA.QTOSDATA in the ALT. BACKUP LIST field. 

PRIVATE 
SYSTEM CONTROL SCREEN W/ REMOTE CATALOGtc  \l 2 "SYSTEM CONTROL SCREEN W/ REMOTE CATALOG" 
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MOVING THE QTOS DATABASE
The QTOS programs read the location of the QTOS database from the sysctl file in the QTOSOBJ subvolume. This makes it easy for the user to relocate the QTOS database. The QTOS database can be moved to another volume, subvolume or system. 

Stop $QTOS and exit QTOSCOM or QTOSDB to close QTOS database

TACL> QTOSCOM STOP QTOS 

Fup Dup the QTOSDATA subvolume to it's new location
TACL > FUP DUP <current qtos vol.subvol>.*,<new <qtos-subvol>.*,SAVEALL

            ex. FUP DUP $DATA.QTOSDATA.*,\QSA2.$DATA3.*.*,SAVEALL

Change the alternate key pointers

TACL > VOLUME <new qtos vol subvol> 

TACL > FUP/IN $SYSTEM.QTOS.QTOSALT/,

Update the sysctl record with the location of the new QTOS vol subvol

TACL > QTOSINIT MOVEDB $vol.subvol

The QTOS database has now been moved to its new location. $QTOS can be restarted

If you are moving your QTOS database to another node you would use the movebk program.
TACL > RUN MOVEBK

This program will alter your dataset file to reference the correct node after you've moved your     

BKPLIST file from one node to another.  You will be asked to supply the database location 

(where the DSN file is), the node number where the BKPLIST file was moved FROM and 

the node number where the BKPLIST file is located NOW.  Pressing BREAK at any prompt 

will stop this program.                

                                                                                

When altering your database for any reason, it's just good, sound data management to make a copy 

of the files that are the object of your actions.  This particular program will alter the file DSN.                     

If you haven't made a copy and would like to, you now have the opportunity to do so.  

  $QTOS can be restarted                   


PRIVATE 
ONLINE LISTINGS (BKPLIST) DISC SPACEtc  \l 2 "ONLINE LISTINGS (BKPLIST) DISC SPACE"
QTOS allows listings to be maintained online. This is a very useful and convenient function but requires adequate disk space to support it.

These are approximate requirements for listings on disks with

    3000 files require approximately 
400,000 bytes

    1000 files require approximately 
133,000 bytes

    100 files require approximately  
  13,000 bytes

 An entire backup on a  20 volume system

  with  3 volumes with 3000 files  requires
1,200,000 bytes

  with  8 volumes with 1000 files  requires
1,064,000 bytes

  with  9 volumes with  400 files  requires 
   468,000 bytes

  


 ----‑‑‑‑‑‑‑‑

   
2,724,000 bytes per backup

If retention time is 18 month's and this is a monthly backup, the disk space

requirement to leave the listings online would be approximately 49 megabyte.

       18 * 2,724,000 = 49,032,000

Once retention time has passed and tapes are scratched, the listings are deleted . If a user desires to drop the listing from a DATA SET , this is facilitated through the DATA SET SCREEN under QTOSDB, if the user has access to the DATA SET.



include  \c WrdPrfctDos \\QTOS\\MANUAL\\QTOSADM\\TMF.WP5


PRIVATE 
QTOS/TMF CATALOGtc  \l 1 "QTOS/TMF CATALOG"
QTOS can be configured to track and catalog TMF tapes. QTOS does not alter or affect TMF in any way. It builds a parallel database to keep track of TMF online dumps, audittrail dumps, tape locations, utilization, clean , error and retry counts. If the user doesn't want QTOS to track TMF tapes, indicate this by setting the CATALOG TMF ? field in the system control to "N".

IF QTOS has been configured to track TMF tapes, whenever QTOS is informed that the TMF tape auditdump process has closed the tape drive, it will start the LOADTMF program to update the QTOS catalog for any TMF dumps that have been allocated and and scratch those that have been deleted. QTOS will generate a Pick List indicating which vault location tapes are to be moved to and ,if slot processing is enabled, which slot to place the Tapes in.

PRIVATE 
SETTING UP THE QTOS/TMF CATALOGtc  \l 2 "SETTING UP THE QTOS/TMF CATALOG"
 *
Run the QTOSDB database program

 *
Enter the System Control Screen

 *
Provide the location of the TMF vol/subvol, usually $SYSTEM.TMF.

 *
CATALOG TMF ? - Indicate whether to CATALOG TMF ? 



"Y" = catalog  "N" = don't catalog.(this only affects QTOS, not TMF)

 *
SCRATCH - The Vault where TMF scratch tapes will be located.

 *
COPY1 - If you want the tapes to be moved to another vault when they are allocated, indicated this in the  COPY1 field. If COPY1 is left blank, the vault indicated in the scratch field will be used.

 *
COPY2 - If a you are dumping 2 copies of TMF files to tape and want to catalog these tapes in a separated vault, provide the name of the second vault in the COPY2 field. If parallel copies are dumped and this field is blank, the second copy will be vaulted in either the COPY1 vault or the Scratch vault.

 *
RETURN DAYS - If this field is not 0 or blank, this value is added to the date when the tape is allocated and inserted into the RETURN DATE field for the tape record.

 *
CLEAN COUNT - If you want to set up a clean cycle for TMF tapes, provide a count in the CLEAN COUNT field. When a TMF tape is scratched and the use since clean count is greater then the clean count, the scratch pick list will indicate that this tape is due to be cleaned. If clean count = 0 or is blank, this is disabled.

 *
TMF SPOOLER LOC - This is a spooler location where the TMF tape Pick Lists will be routed. 

PRIVATE 
INITIALIZING QTOS/TMF DATABASEtc  \l 2 "INITIALIZING QTOS/TMF DATABASE"
Once the System Control file has been setup, the user needs to initialize the QTOS/TMF database. From a TACL prompt :


TACL > RUN QTOSOBJ.LOADTMF TMFINIT


  This will create three files in the TMF subvolume 


    (QTMFDMA, QTMFTPA, QTMFTPA0)

Since TMF requires a separate catalog for each system, the QTOS/TMF parallel catalog resides on the system and volume/subvolume that the TMF catalog for that system resides on.

The TMF catalog will then be read and the QTOS/TMF database will be loaded, with tapes allocated to the vaults as designated in the system control file and a pick list will be generated.  


PRIVATE 
QTOS SECURITYtc  \l 1 "QTOS SECURITY"
The QTOS subsystem ($QTOS,$QMON,$QEMS,QTOSDB, etc ) will always run as the owner of the sysctl file. This simplifies database access for all users.  Any programs (ex. backup, restore, fup, etc.) that are started through QTOS will run as the user that started them. QTOS never modifies or changes any Guardian or Safeguard security that is in effect.

QTOS security has been designed to allow the user to set security to suit their own system requirements.

QTOS can be configured to co‑exist in the unsecured tape environment they have been used to, sharing resources with other users and cataloging tapes that are accessed through QTOS, or to enable a higher level of security that helps to protect their tape media from being over written and their tape drives from unauthorized access.

PRIVATE 
SECURED ACCESStc  \l 2 "SECURED ACCESS"
If the TAPE DRIVE ACCESS field in the system control record is set to "S," QTOS is set to the secure mode. QTOS takes ownership of any and all tape drives by opening them unlabeled. ANY access to the tape drives must be made through the QTOSCOM program. QTOSCOM will allocate tape resources to programs as they are available. If a program, through QTOS, has opened a tape drive for write access, and the operator mounts a tape that is flagged as in use in the QTOS database, the tape will be unloaded and a warning message will be sent to the console.

If a labeled tape is mounted on a drive that QTOS has not allocated, the tape will be dismounted by $ZSVR based on a $QTOS unlabeled open of the drive. If an unlabeled tape is mounted, it will sit on the drive,inaccessible by any process. If a process attempts to open the tape drive outside of QTOS, the open will fail with an error 12. There are instances when unrestricted access to a tape drive are required. It is possible to request for a specific drive or drives to be released from QTOS's control. This can be accomplished through the QTOSCOM FREE <tape> command. Any drive freed will not be monitored or accessed by QTOS until the drive has been re‑ACQUIRED through QTOSCOM.

PRIVATE 
SHARED ACCESStc  \l 2 "SHARED ACCESS"
If the TAPE DRIVE ACCESS field in the system control record is set to "O", QTOS is set to the shared or OPEN mode. The tape environment exists as it always has. Whatever process opens the tape drive first has ownership of it. QTOS will vie for tape drive resources in the same manner as all users.  QTOS will protect tapes that are accessed through it, but cannot control access to media by programs run outside of it's control.

PRIVATE 
FILE SECURITYtc  \l 2 "FILE SECURITY"
The programs QTOSDB, QTOSCOM, QTOSMON and QTOS need to be licensed as they execute privileged instructions.  The QTOS program needs to be able to create processes as the user that requested the program through QTOSCOM.

Once the QTOS programs are started, they take on the user id of the sysctl file. This file must be located in the same volume and subvolume as the QTOS programs.

The QTOS DATABASE needs to be secured to protect external access to it but must still allow users access to it. This access is controlled by the internal security in QTOS.

QTOS, QTOSCOM, QTOSMON  AND QTOSDB MUST BE LICENSED !!!! BY SUPER.SUPER.

PRIVATE 
USER SECURITYtc  \l 2 "USER SECURITY"
User Security Access is controlled by a Security record for each group or user in the security profile table. This table contains a cross reference between an eight character QTOS user id and Guardian User Id. A QTOS user id can also reference an entire group. (ex. ADMIN = 230.*  or JACOB = 230.220).

Each user id or group user id can only be used once. If the same user id is used more than once in the database, QTOSCOM will use the security levels of the first user it finds that matches the guardian id of the user running QTOSCOM.                                              

PRIVATE 
QTOSDB SECURITY PROFILE SCREENtc  \l 2 "QTOSDB SECURITY PROFILE SCREEN"
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The security profile contains  the following fields :


QTOS ID
‑
Used to determine a users access level to QTOSDB (the data base access) and QTOSCOM (the operators access program).


GUARDIAN ID
‑
Used by QTOSCOM as a cross reference to the users QTOS id and therefore their access to QTOSCOM functions. The user group field range is 1 thru 255. The userid field can contain the "*" wildcard to indicate all users in a group.


PASSWORD
‑
The QTOS users password for access to QTOSDB.


PRINTER
‑
The users default spooler and location (i.e. $s.#prnt). Any reports run by the user are routed to the users default printer. If no printer is specified, the system default printer is used.

The following 4 fields are provided for information purpose only:


NAME
‑
User or groups name. 


PHONE
‑
Users phone number.


DEPARTMENT
‑
The users department name. This information can be specified to be printed on the outside tape label based on the owner of the Data Set being referenced. See "Printing Tape Labels" in the manual.


DIVISION
‑
The users division.This information can be specified to be printed on the outside tape label based on the owner of the Data Set being referenced. See "Printing Tape Labels" in the manual.

The user security profile is broken into two separate levels,

     SYSTEM ACCESS    and   LIBRARY ACCESS


PRIVATE 
SYSTEM ACCESStc  \l 2 "SYSTEM ACCESS"
PRIVATE 
QTOS MANAGER ACCESStc  \l 3 "QTOS MANAGER ACCESS"
QTOS MANAGER SECURITY access controls access to the user security profile screen.

    MANAGER

     SECURITY LEVEL
VALUE

READ
  1
Read access to the security profile


WRITE
  2
Write and update access to security profile


DELETE
  3
Delete access to security profile


DISPLAY PASSWORD
  4
Password field not hidden


SYSTEM LEVEL
  8
Access to system control records


LEVEL-9
  9
Unrestricted access to all fields in security and sysctl.

PRIVATE 
QTOSCOM SECURITY ACCESStc  \l 3 "QTOSCOM SECURITY ACCESS"
QTOSCOM SECURITY access defines what a user can do under QTOSCOM.

     SECURITY LEVEL
VALUE

READ
  1
Status access only (Mounts, Status, etc).


EXECUTE
  2
Execute and manage jobs (Xmacro, Backup, Restore, Cancel, Abort, Accept)


MANAGE
  4
Manage QTOSCOM environment (allocate tapes)


FREE DRIVES
  5
Free tape drives for unrestricted access


START/STOP
  6
Start and Stop QTOS


ALL FUNCTIONS
  9
Unrestricted access to QTOSCOM

PRIVATE 
SCRATCH SECURITY ACCESStc  \l 3 "SCRATCH SECURITY ACCESS"
SCRATCH  SECURITY access defines what level of scratch access a user has on the DATA SET MAINTENANCE and TAPE SCRATCH screens.

     SECURITY LEVEL
VALUE

ACCESS SCRATCH‑
  1
Read access to the TAPE SCRATCH screen


SCREEN


SCRATCH‑OWN‑TAPES
  3
Can queue your own DSN and tapes for scratch


SCRATCH‑ANY TAPES
  4
Can queue all DSN and tapes for scratch


ALTER SCRATCH 
  6
Can alter scratch release flag.


RELEASE FLAG


MANUAL SCRATCH‑
  7
Can issue an immediate scratch start under TAPE SCRATCH screen.


START


ALL SCRATCH ACCESS
  9
ACCESS TO ALL FIELDS ON SCRATCH SCREEN

PRIVATE 
PROGRAM SECURITY LEVELStc  \l 3 "PROGRAM SECURITY LEVELS"
PROGRAM SECURITY access defines what level a user has access to the PROGRAM, INFILE, and PARAM screens.

     SECURITY LEVEL
VALUE

READ
  1
Read access to program macro create screen


EXECUTE
  2
Can execute macros under QTOSCOM


WRITE
  3
Can create and update program macros


DELETE
  4
can delete program macros


ALL FUNCTIONS
  9

PRIVATE 
BACKUP and RESTORE SECURITYtc  \l 3 "BACKUP and RESTORE SECURITY"
BACKUP SECURITY access defines whether a user is authorized to run BACKUPs

RESTORE SECURITY access defines whether a user is authorized to run RESTOREs

The user must also have QTOSCOM level-2 (EXECUTE) security access. 

     SECURITY LEVEL
VALUE

RUN BACKUP
  5


RUN OWN BACKUP


  AS SUPER.SUPER                    6


RUN BACKUP


  AS DEFINED USER                  8


RUN BACKUP  


  AS SUPER.SUPER
  9
(this user will automatically run as super.super)


RUN RESTORE
  5


RUN BACKUP


  AS DEFINED USER                  8


RUN BACKUP  


  AS SUPER.SUPER
  9
(this user will automatically run as super.super)

PRIVATE 
PROFILES SECURITYtc  \l 3 "BACKUP and RESTORE SECURITY"
PROFILES SECURITY access defines whether a user can read, create or alter restore profiles

from the Guardian and OSS/SQLMX restore windows. 

     SECURITY LEVEL
VALUE

READ PROFILES
  1


WRITE PROFILES                      3

PRIVATE 
LIBRARY  ACCESStc  \l 2 "LIBRARY  ACCESS"
PRIVATE 
DATA SET SECURITY ACCESStc  \l 3 "DATA SET SECURITY ACCESS"
DATA SET SECURITY access defines what level a user has access to the DATA SETS in the QTOS database.

If the user has  DSN‑ALL access and LEVEL‑9 security is enabled in the system control record, the user can update all fields, even those normally protected on allocated DSN versions. In order to move TAPES between VAULTS a user must also have VAULT‑MOVE security access under VAULT SECURITY.

     SECURITY LEVEL
VALUE

READ
  1
Read access to data sets


WRITE‑OWN
  2
Create and update data sets owned by the user


RENAME‑OWN
  3
Rename data sets owned by the user


DELETE‑OWN
  4
Delete data sets owned by the user. If tapes are allocated, user must also have scratch security.


DISPLAY‑DSN‑ID
  5
The dsn id number will be displayed. This is useful for manual allocation of tapes


WRITE‑ALL
  6
Create and update data sets for any user. Required for creating versions.


RENAME‑ALL
  7
Rename data sets owned by any user


DELETE‑ALL
  8
Delete data set owned by any user. If tapes are allocated, user must also have scratch security.


DSN‑ALL
  9
Unrestricted access, even to protected fields

PRIVATE 
TAPE MEDIA SECURITYtc  \l 3 "TAPE MEDIA SECURITY"
TAPES SECURITY access defines the level of access a user has to TAPE records.

If a tape record is allocated to a DATA SET record, all fields are protected.

If the user has TAPES‑ALL access and LEVEL‑9 security is enabled in the system control record, the user can update all fields, even those normally protected on allocated TAPE records.

     SECURITY LEVEL
VALUE

READ
  1
Read access to TAPE records


WRITE
  2
Create and update access to TAPE records


DELETE
  3
Delete access to TAPE records


DSN‑ID DISPLAY
  5
The DSN‑ID is displayed for allocated records


DSN‑ID-UPDATE
  7
The DSN‑ID can be updated. This allows for manual allocation of tapes to a DSN-ID


TAPES‑ALL
  9
Any and all fields can be updated, including normally protected fields (requires level‑9 to be set in sysctl record also)

PRIVATE 
VAULT SECURITYtc  \l 3 "VAULT SECURITY"
VAULT SECURITY access defines the level of access a user has to VAULT and TAPE SLOT records.

     SECURITY LEVEL
VALUE

READ
  1
Read access to VAULT records


WRITE
  2
Create and write access to VAULT records.


MOVE TAPES
  3
Moving tapes allocated to DATA SETS between Vaults on the DATA SET SCREEN.


UPDATE‑SLOT
  4
Manually updating TAPE SLOT records.


DELETE
  5
Deleting VAULT records.


VAULT-ALL
  9
Unrestricted access

PRIVATE 
FILE LOCATOR SECURITYtc  \l 3 "FILE LOCATOR SECURITY"
FILE LOCATOR  access defines the level of access a user has to searching the file listings for files that have been backed up.

     SECURITY LEVEL
VALUE

READ ACCESS
  1
READ access to the FILE LOCATOR SCREEN.


SELECT ACCESS
  2
SELECT access, whether a user can select a file for auto restore and/or access the file select screen.


NETWORK READ
  5


ACCESS


NETWORK SELECT
  6


ACCESS


ACCESS ALL
  9

PRIVATE 
TMF CATALOG  SECURITYtc  \l 3 "TMF CATALOG  SECURITY"
TMF CATALOG  access defines whether a user has access to the TMF CATALOG SCREENS. These are read only access to the TAPE MEDIA records and the ONLINE DUMPS and AUDITTRAILS.

     SECURITY LEVEL
VALUE

CAT‑READ ACCESS
  1


QTOS UPDATE ACCESS
  3


NETWORK READ
  5


ACCESS


NETWORK UPDATE
  7


ACCESS


ACCESS ALL
  9

PRIVATE 
REPORTS SECURITYtc  \l 3 "REPORTS SECURITY"
REPORTS access defines whether a user has access to the REPORTS menu and can run QTOS reports.

     SECURITY LEVEL
VALUE

EXECUTE REPORTS
  3


PRIVATE 
QTOS SECURITY - AUDITINGtc  \l 1 "QTOS SECURITY - AUDITING"
There are several auditing functions built into QTOS that help to track intermittent or reoccurring problems.

PRIVATE 
TAPE SCRATCHINGtc  \l 2 "TAPE SCRATCHING"

All Data Set Versions and tapes are scratched by the QTOSSCR program. This program creates a scratch report in the spooler whenever a DSN is scratched (except in the case where it is  started by QTOS to back out DSN versions because of abends or aborts). In addition to the scratch report, QTOSSCR also writes the identical information to the entry sequence file QARCH in the subvolume that contains the QTOSDATA base. This file can be used to recover tapes that have been scratched. It should be monitored and cleaned out or renamed and recreated to prevent it from using too much disc space.

PRIVATE 
QTOSDBtc  \l 2 "QTOSDB"

Utilization of the QTOS data base program can be monitored and audited. Whenever QTOSDB is started the QTOSDATA subvolume is checked for a file named QAUDIT. If this file exists, QTOSDB writes the date and time, user id, screen name and function key pressed to the file. This file is an entry sequence file (rec size 32) and can be copied to an edit file for view. If the file is renamed or purged, QTOSDB will stop logging to it. The creation parameters can be found in the QTOS.FUPSRC file.

PRIVATE 
QTOS OPTIONAL USER CONSOLEtc  \l 2 "QTOS OPTIONAL USER CONSOLE"

The QTOSDB system control screen allows the system manager to define a QTOS console device. This device will also display all messages that are sent by $QTOS to the Event Management System. If this optional operator console is not being used, it can be configured to write to an entry sequence file (rec size 80), if so designated in the system control record.


PRIVATE 
STORAGE TECH SILO AND VIRTUAL TAPE DRIVEStc  \l 1 "STORAGE TECH SILO"
QTOS interfaces to the Storage Tech Silo and all Virtual Tape Drives through the Tandem labeled tape process $ZSVR. 

The user designates the SILO or VIRTUAL LIBRARYas a specific vault (see QTOSDB tape librarian's manual). A user specifies the vault to be used in the Data Set record and when QTOS determines that the vault requested is a SILO or VIRTUAL TAPE DRIVE, it alters it's tape processing in the following manner.

When QTOS processes a tape output request from QTOSCOM, it will specify the next XX number of tapes available for use based on the tapes request field in the MASTER DATASET record. For most request this is informational only. For a SILO request, this number is the number of tapes it will pre-allocate in the database for a tape output request. The user should over estimate the number of tapes that are required.

QTOS will allocate the number of tapes requested and place their status to "?" so that no other request will use these tapes. As the tapes are opened and used by the process, QTOS will change their status to "I" (inuse). When the process completes, any tapes that are allocated to this data set version will be changed back to "S" (scratch) and returned to the scratch pool.

If the user had underestimated the number of tapes required, QTOS will stop the process and queue an auto-restart to continue and allocate more tapes.



PRIVATE 
QTOS MANAGEMENT SIZE LIMITATIONStc  \l 1 "QTOS MANAGEMENT SIZE LIMITATIONS"
QTOS HAS BEEN SET UP TO HANDLE A MAX OF


999999 
TAPES


999999
DATA SETS


  99999
DATA SET VERSIONS UNDER A MASTER RECORD


  99999
TAPES UNDER A SPECIFIC TAPE PREFIX


---------
UNLIMITED STORAGE LOCATIONS (VAULTS)


999999
TAPE SLOTS PER STORAGE LOCATION (slot processing only)




